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ADOPTION OF WORKSTATION IN INFORMATION SYSTEM OF PROCESS CON- 
TROL ENVIRONMENT 

BACKGROUND OF THE INVENTION 

The invention relates to adopting a workstation in an information 
system of a process control environment, and particularly to backup-copying 
data into a backup unit and restoring stored data from the backup unit. 

In an industrial process, a highly-automated process control system 
is used for ensuring that the process works in an appropriate manner. An in- 
dustrial process, such as a paper making process or a power station process, 
is an extremely large-scale and complicated process which includes many 
variables. The information system of a process environment is responsible for 
various tasks related to collecting, sharing, storing and presenting process 
properties, and to controlling the process. Typically, an information system 
comprises a large number of workstations that are either independent ones or 
that are used by an operator. These workstations are often PC devices having 
an operating system, peripheral units, such as a network interface card, and 
application programs installed therein. 

A workstation in an information system is usually assigned a proc- 
ess-related task, e.g. giving an alarm due to process malfunction. At the work- 
station of the information system, one or more application programs are exe- 
cuted with configuration information as their input, thus enabling the work- 
station to fulfil its special task in the information system. Configuration informa- 
tion contains application-program-specific and typically also workstation- 
specific parameters and settings. Configuration information controls the opera- 
tion of one or more application programs; for example, it specifies the data 
transfer settings and waiting times to be used, or links to necessary resources 
(e.g. a database). Configuration information may also specify application pro- 
gram files (names of application program files to be executed) that are exe- 
cuted for a subfunction. Configuration information is usually collected and 
combined into a separate file. According to the prior art, configuration informa- 
tion comprising specific application parameters can, if necessary, be stored in 
a backup station, wherefrom such information can be restored to a workstation. 

It may become necessary to replace a workstation e.g. due to 
equipment malfunction. Successful replacement usually requires knowledge of 
automation systems and familiarity with computers, especially with operating 
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systems. The problem with the above-described arrangement is that it is labo- 
rious and time-consuming to replace a workstation with a new one, and it usu- 
ally requires some assistance from a computer expert, it is important to be able 
to replace a workstation with a new one within a short time in order to minimize 
the harm caused to a process by workstation malfunction. Even if the configu- 
ration information were successfully loaded from the backup station into a new 
workstation, it is still necessary to install all necessary application programs 
and various device-specific settings in the new workstation in order to enable 
the new workstation to fulfil its task in the information system. Typically, appli- 
cation programs reside on different CD-ROMs, from which they have to be in- 
stalled in a workstation one by one. 

So called disc-imaging programs for PC devices are also widely 
known, wherein a disc copy of a PC device is stored on a server, wherefrom it 
can, when necessary, be restored later. The disc-imaging programs are, how- 
ever, hardware-dependent which means that restoration requires that the 
hardware configuration to which the restoration is to be carried out should be 
exactly similar e.g. to the previous hardware that was executed at the particu- 
lar location (of which hardware the disc copy was made) or that there should 
be an appropriate disc copy separately stored for each different hardware con- 
figuration. The disc-imaging programs are thus well suited e.g. to PC devices 
for educational uses that typically include several devices provided with similar 
hardware and software configurations. The numerous workstations used in a 
process control system do not, however, have similar configurations. The dif- 
ferent hardware configurations of substitutive equipment to be used later are 
not, however, always known, which means that a copy made by a known disc- 
imaging program cannot be restored to the substitutive device. 

BRIEF DESCRIPTION OF THE INVENTION 

An object of the invention is thus to provide a method and a system 
implementing the method so as to enable a user to replace a workstation in an 
information system of a process control environment in a quicker and easier 
manner. The objects of the invention are achieved by the method, information 
system and computer program that are characterized by what is disclosed in 
the independent claims. Preferred embodiments of the invention are disclosed 
in the dependent claims. 
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According to the invention, instead of backup-copying an entire disc 
copy, only specific hardware-independent data is backup-copied; after a work- 
station breakdown, the hardware configuration of the copied device is no 
longer relevant but any device having an appropriate operating system in- 
stalled therein can be used as a substitutive device. 

On the basis of a predetermined storing setting, the workstations 
are then configured to automatically store application programs, configuration 
information and device-specific settings into a backup unit, associating them 
with workstation-specific identifiers. The stored application programs, configu- 
ration information and device-specific settings are, in a predetermined order, 
restored from the backup unit to at least one workstation which includes an 
operating system when a workstation substantially operationally in accordance 
with the first workstation is needed in the information system, the new work- 
station thus being capable of replacing the first workstation in the information 
system and commencing the execution of tasks assigned to the first work- 
station. Next, the workstation can deploy the restored data and activate at least 
one application program with the configuration information as its input, thus 
enabling the workstation to fulfil its typically process-related task in the infor- 
mation system. Configuration information refers to information used as inputs 
of one or more application programs to be executed on a workstation. Device- 
specific settings may include workstation-specific hardware settings and work- 
station-specific software settings. 

An advantage of the method and system of the invention is that it 
enables quick and easy replacement of a workstation since programs, configu- 
ration information and device-specific settings can be restored from a backup 
unit. When carried out in a predetermined order, it is possible to implement 
restoration successfully, and as easily for a user as possible. When a new 
workstation has been connected to a network, the user only needs to activate 
a restoration program which, with the identifier of a first workstation as its input, 
restores all the necessary application programs, configuration information and 
device-specific settings, whereafter a workstation in accordance with the first 
workstation can be adopted. When storing takes place automatically on the 
basis of a predetermined storing setting, the user does not have to worry about 
backup copies or their updates. 

According to a preferred embodiment of the invention, application 
programs, configuration information and device-specific settings are packed 
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into one backup file in a backup unit. This enables the disc space of the 
backup unit to be saved and information to be easily found workstation- 
specifically. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is now described in closer detail in connection with 
the preferred embodiments and with reference to the accompanying drawings, 
in which 

Figure 1 is a block diagram showing a process control system, 
Figure 2 is a flow diagram showing a method according to a pre- 
ferred embodiment of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Referring to Figure 1, an information system of a process control 
environment typically comprises a plurality of workstations WS, servers SE ( 
databases DB and at least one backup unit BU. For illustrative reasons, the 
databases DB in Figure 1 are located separately; usually, however, they are 
integrated into the servers SE. There can be several different types of worksta- 
tions WS: engineering workstations, process control workstations, diagnostics 
workstations, operator workstations and alarm workstations. The process 
workstations WS typically operate at the interface between a process and an 
information system, and they are operatively connected to different sensors S 
and process equipment control means CM. The workstations WS comprise 
memory MEM, a user interface Ul (typically at least a display, keyboard and a 
mouse), I/O means I/O (typically a network interface card and software control- 
ling data transfer) and a central processing unit CPU comprising one or more 
processors. An information system can, however, also comprise workstations 
controlled via a network, having no user interface Ul. The memory MEM com- 
prises a non-volatile part for storing a program code controlling the CPU and a 
read-write memory part to be used for processing data. The memory MEM is 
also used for storing configuration information and device-specific settings. 
Typically, the backup unit BU is a separate workstation to whose memory the 
backup-copyings according to the invention are carried out from the plurality of 
workstations WS. 

Figure 2 illustrates a method according to a preferred embodiment 
of the invention wherein a new workstation is adopted. Assume that a first 
workstation WS1 is already in use, and data is to be backup-copied 200 from 
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this workstation. Advantageously, the backup-copying is carried out after the 
new workstation has been adopted and/or after some information (an entire 
directory/file) to be copied has been changed. Storing can also be executed 
automatically at regular intervals. The automatic starting time of backup- 
copying can be specified by a start setting; a user or an administrator may also 
start backup-copying. 

Preferably, a backup program is activated at the workstation WS1 to 
specify 201 the data to be stored, i.e. configuration information, device-specific 
settings and application programs and a restoration order thereof. The backup 
program can be stored in the memory MEM of the workstation WS1 f where- 
from is can be retrieved to be executed by the CPU. Preferably, backup- 
copying is automatic, which means that at least one application program, con- 
figuration information and device-specific settings of the first workstation WS1 , 
the restoration order and the start storing setting thereof are for the first time 
specified in the backup program manually. These constitute the backup pro- 
gram storing instructions which, to a large extent, can be specified before the 
backup program is adopted. The specifications are preferably stored in a stor- 
ing instructions file, wherefrom they can be modified as necessary, e.g. when 
the start storing setting is to be changed. The storing instructions file thus en- 
ables the backup program of the workstation WS1 to automatically specify 201 
the data to be stored. The restoration order can be specified in the backup pro- 
gram simply on the basis of the data to be stored (at least one application 
program, configuration information and device-specific settings) contained in 
the storing instructions file inputted into the backup program. 

The backup program retrieves the data to be stored from the mem- 
ory MEM of the workstation WS1 e.g. at a moment specified by the start set- 
ting, and stores 202 the data in the backup unit BU, associating it with the 
identifier of the WS1. The identifier of the workstation WS is any logical identi- 
fier that can be used for distinguishing the workstations WS from each other. 
Preferably simultaneously with storing 202 the data, the restoration instructions 
file, which comprises restoration instructions as to how to restore the configu- 
ration information, device-specific settings and application programs, is also 
stored. The restoration instructions comprise at least partly the same informa- 
tion as the storing instructions controlling the operation of the backup program. 
The restoration instructions comprise information about the restoration order, 
i.e. the order in which files/directories are to be restored. The restoration order 
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may also specify the order in which the necessary installation programs are to 
be executed. The restoration order, like other information in the restoration in- 
structions file, is preferably stored in the backup unit BU. The restoration order 
may also simply be specified through the storing order, in which case the res- 
toration (208) takes place in the storing order or in an order reverse thereto. 

The application programs to be stored comprise different application 
files to be executed. The parameters used as the input of the application files 
are stored in the configuration information. In addition to the parameters de- 
scribed above, the configuration information may contain e.g. environment 
variables of application programs, file names of other application programs to 
be activated from an application program, and register information. The device- 
specific settings comprise different workstation-specific settings, such as user- 
interface-related settings specified by a user. Device-specific settings typically 
comprise operating-system-specific settings, e.g. the name of a workstation or 
a setting of application files to be automatically started at a workstation. For 
example, certain register settings of an operating system should be stored in 
the backup unit BU even if the operating system is not stored. The device- 
specific settings may include the network settings to be adopted, such as an IP 
address, subnetwork mask, network identity of a default router/gateway or a 
network identity of a device. It should be noted that all specified 201 data is not 
necessarily in file form although thus assumed in the description below. 

The backup program preferably retrieves directories that include 
application programs, device-specific settings and configuration information, 
packs them into one backup file and stores 202 the backup file in the backup 
unit BU, associating the data to be stored with the identifier of the WS1 . The 
directories of the files to be backup-copied have preferably been specified in 
the backup program already in advance (specified in the storing instructions 
file of the backup program); it is also possible to specify the files to be stored in 
greater detail. The packed backup file can be given the identifier of the WS1, 
which makes the file easily distinguishable. 

Prior to adoption, a basic functionality is installed 203 in new work- 
stations, i.e. typically an operating system and a network interface card are 
installed therein. Preferably, a basic functionality is installed 203 in a plurality 
of workstations already before it even becomes necessary to adopt a new 
workstation in order to replace a broken one, for example. The actual replace- 
ment can thus be carried out quickly, and the adoption is easy. When it be- 
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comes necessary 204 to adopt a new, second workstation WS2, the work- 
station WS2 is connected 205 to the network. The basic functionality being 
installed 203 almost entirely, the connecting 205 is easy since only the physi- 
cal connecting and specifying the basic network settings remain to be carried 
out. The device-specific settings to be restored may, however, also include 
network settings, in which case the network settings of the workstation WS2 
can be changed later according to those settings. 

The restoration program which, according to a preferred embodi- 
ment, is of the same application as the backup program, is activated 206 at the 
workstation WS2. The functionality of the restoration program and the backup 
program described in connection with Figure 2 may also be a part of another 
application, it may be e.g. a part of a management application of the worksta- 
tions of a process. If the second workstation WS2 is to be substantially in ac- 
cordance with the first workstation WS1, the restoration program is given the 
identifier of the WS1. The identifier can be given e.g. by a user by means of 
the keyboard of the user interface Ul. Alternatively, the user feeds e.g. a disk- 
ette which contains a restoration program and the identifier of the WS1 into the 
WS2 and activates the restoration program. The identifier of the WS1 can also 
be obtained by transferring a w lock part" from the workstation WS1 to the work- 
station WS2. The restoration program retrieves 207 the stored data, i.e. the 
application programs, device-specific settings and the configuration informa- 
tion, on the basis of the identifier of the WS1 . 

According to a preferred embodiment, the restoration instructions 
file associated with the identifier of the WS1 has been stored in the BU, the 
restoration instructions file also controlling the operation of the restoration pro- 
gram. The restoration program first retrieves 207 the restoration instructions 
file and operates according to the restoration instructions, such as the restora- 
tion order, disclosed therein. The restoration program may retrieve the packed 
backup file to the WS2 and unpack the packing. 

The application programs, configuration information and device- 
specific settings are restored 208 in the specified restoration order to the sec- 
ond workstation WS2. The restoration program then stores the necessary di- 
rectories including their files in the order specified by the restoration instruc- 
tions file and changes the device-specific settings as necessary. In order to 
operate, some application programs require installation through their own in- 
stallation program. According to a preferred embodiment of the invention, the 
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restoration instructions contain installation instructions on the execution of in- 
stallation programs. The restoration program then activates the installation 
programs in accordance with the installation instructions in the specified order, 
in which case the restoration order can be considered to also include the order 
in which the application programs are to be executed. All this takes place 
automatically without any intervention by the user, and the necessary restora- 
tion-related restoration instructions are obtained from the restoration instruc- 
tions file. When the data to be stored is correctly specified (201) and correctly 
restored (208), particularly in the correct order, the new workstation WS2 is 
able to operate in a similar manner to that of the WS1 even if the hardware of 
the WS2 were not identical to that of the WS1. 

After the restoration 208 has been carried out, the workstation WS2 
can be adopted by restarting it. Preferably, the restoration program restarts the 
workstation WS2 automatically; subsequently, the application programs speci- 
fied in a start file are activated. At least one application program is activated 
automatically 209 with restored configuration information as its input, which 
enables the workstation WS2 to perform the task specified in the configuration 
information, e.g. serving as an alarm workstation. Consequently, the informa- 
tion system is provided with a workstation WS2 substantially in accordance 
with the workstation WS1, the workstation WS2 being capable of proceeding 
with the tasks specified for the workstation WS1 . 

According to a preferred embodiment of the invention, data is not 
packed into a workstation-specific backup file but directories with similar con- 
tents are stored 202 only once. Directories to be compared with the directories 
in the BU are specified 201 for the backup program, and only the directories 
that have changed are stored 202 in connection with backup-copying. The ad- 
vantage of this embodiment is that the number of bits in the data to be trans- 
ferred is reduced, which necessitates less data transfer capacity. 

The previous embodiment can also be applied such that the BU is 
provided with only one backup copy per directory, which makes it unnecessary 
to store a corresponding directory stored by another workstation in connection 
with the backup-copying 202 of a workstation. The comparison can be carried 
out on the basis of a directory name and/or correspondence between directory 
sizes. This saves memory, compared to each workstation WS having the ap- 
plication programs, device-specific settings and configuration information sepa- 
rately stored therein. The application program files in particular are the same in 
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several workstations WS, whereas the device-specific settings typically have to 
be stored workstation-specifically. In order to make the data necessary in dif- 
ferent workstations distinguishable, the backup program preferably associates, 
in a workstation-identifier-specific file, directories that are needed when a 
workstation is replaced. These directories and their locations (paths in the 
backup unit BU) are preferably specified in the restoration instructions file. The 
restoration program then retrieves the restoration instructions file in accor- 
dance with the identifier of the workstation (e.g. WS1) and restores (208) the 
application programs, device-specific settings and configuration information 
specified therein from the BU to the new workstation (WS2). Naturally, this 
embodiment can also be applied to files, i.e. files with similar contents are 
stored in the BU only once and the same files can be used as backup copies of 
several workstations. When the same directories or files are used as backup 
copies of several workstations, it should be ensured that no shared data is de- 
leted prematurely. 

It is to be noted that as distinct from the example of Figure 2, the 
application programs, configuration information and device-specific settings 
can also be restored to the same workstation WS1 from which they were cop- 
ied. In this case, steps 206 to 209 can be executed. This enables a workstation 
to be restored to its previous state e.g. after inadvertent deletion of a directory 
or after a hard disk breakdown or replacement. The application programs, con- 
figuration information and device-specific settings of the backup unit BU can 
also be backup-copied in the above-illustrated manner to another backup sta- 
tion and restore them when necessary therefrom. 

According to an embodiment, the storing function works both ways, 
in which case files/directories that need to be stored from a network to a work- 
station are specified in the system. When, for example, a program is being up- 
dated, the application programs and/or configuration information to be updated 
can be stored in the BU to replace the programs and information that were 
backup-copied earlier. From the backup unit BU, the changed data is further 
stored in the workstation WS. The directories (files) can be specified in the 
backup program, which, after being activated, compares the directories of the 
workstation and the backup unit BU and stores the changed directories auto- 
matically in the workstations WS, replacing the previous ones. It is also possi- 
ble that data is stored in the workstation WS by means of the application pro- 
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gram of the network in all workstations containing directories (files) that have 
changed while in use. 

The invention can be applied to any information system of a process 
control environment without being restricted to the system disclosed in Figure 
1 . The functions illustrated in Figure 2 are preferably implemented by execut- 
ing a program code loaded from a separate memory means (MEM or external 
memory means, such as a diskette or a CD-ROM) or a network at one or more 
central processing units (CPU). It is obvious to one skilled in the art that as 
technology advances, the basic idea of the invention can be implemented in 
many different ways. The invention and its embodiments are thus not restricted 
to the examples described above but may vary within the scope of the claims. 
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CLAIMS 

1 . A method for adopting a workstation in an information system of a 
process control environment, the information system comprising a plurality of 
workstations and at least one backup unit into which configuration information 
on at least one workstation is stored, characterized by 

specifying, for backup-copying, at least one application program, 
configuration information and device-specific settings of a first workstation, a 
restoration order and a start storing setting thereof, 

storing automatically at least one application program, configuration 
information and device-specific settings of the first workstation into the backup 
unit in accordance with the start storing setting, associating them with an iden- 
tifier of the first workstation, 

restoring, in the specified restoration order, the application pro- 
grams, configuration information and device-specific settings associated with 
the identifier of the first workstation from the backup unit to at least one work- 
station containing an operating system in response to a workstation substan- 
tially similar to the first workstation being needed in the information system, 
and 

activating, at the workstation, at least one restored application pro- 
gram with configuration information as its input 

2. A method as claimed in claim 1, characterized by 
packing the application programs, configuration information and de- 
vice-specific settings into at least one backup file, and 

unpacking, at the workstation, the backup file after it has been re- 
trieved from the backup unit. 

3. A method as claimed in claim 1, characterized by 
comparing the directories and/or files to be stored with the directo- 
ries and/or files that have already been stored in the backup unit, 

storing files and/or directories with similar contents in the backup 
unit only once, 

associating at least one application program, configuration informa- 
tion and device-specific settings with the identifier of the first workstation in a 
separate file, and 
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restoring the at least one application program, configuration infor- 
mation and device-specific settings specified in the file to at least one work- 
station when necessary. 

4. A method as claimed in any one of the preceding claims, 
characterized by 

installing an operating system and necessary means for data trans- 
fer in the workstation to be adopted, 

loading a restoration program into the workstation before the work- 
station is adopted, 

retrieving, from the backup unit, a restoration instructions file con- 
taining the restoration order and other restoration-related instructions, 

executing the restoration program at the workstation, which results 
in restoration and activation of at least one application program in accordance 
with the restoration instructions file, and 

restarting the workstation. 

5. A method as claimed in claim 4, characterized by 

the restoration instructions containing installation instructions for 
executing installation programs, and 

executing, at the workstation, the installation programs in an order 
specified by the installation instructions. 

6. A method as claimed in any one of the preceding claims, 
characterized by 

replacing, at the backup unit, application programs and/or configura- 
tion information of at least the first workstation with updated application pro- 
grams and/or configuration information, and 

storing the updated application programs and/or configuration in- 
formation from the backup unit to at least the first workstation. 

7. An information system of a process control environment, the in- 
formation system comprising a plurality of workstations and at least one 
backup unit into which at least one workstation is arranged to store configura- 
tion information, characterized in that the information system is, by 
software, arranged to 

store, automatically and in accordance with a predetermined start 
storing setting, predetermined at least one application program, configuration 
information and device-specific settings of at least one first workstation into a 
backup unit, associating them with an identifier of the first workstation, 
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restore, in a predetermined restoration order, the application pro- 
grams, configuration information and device-specific settings associated with 
the identifier of the first workstation from the backup unit to at least one work- 
station containing an operating system in response to at least one workstation 
substantially similar to the first workstation being needed in the information 
system, and 

execute at least one restored application program at the workstation 
with configuration information as its input. 

8. An information system as claimed in claim 7, character- 
ized in that the information system is, by software, further arranged to 

pack the application programs, configuration information and de- 
vice-specific settings into at least one backup file, and 

unpack the backup file before it is loaded into the workstation. 

9. An information system as claimed in claim 7, character- 
ized in that the information system is, by software, further arranged to 

compare the directories and/or files to be stored with the directories 
and/or files that have already been stored in the backup unit, and 

store files and/or directories with similar contents in the backup unit 

only once. 

10. An information system as claimed in any one of claims 7 to 9, 
characterized by the information system comprising a program code 
whose execution results in 

storing, in the backup unit, a restoration instructions file containing 
at least a restoration order and installation instructions specifying the execution 
of installation files, 

retrieving the restoration instructions file from the backup unit to the 
at least one workstation, and 

restoring and executing the necessary installation programs in ac- 
cordance with the restoration instructions file. 

11. A computer program loadable into a memory of a computer for 
controlling at least one workstation of an information system of a process con- 
trol environment, characterized in that the computer program com- 
prises: 

a computer program code for storing, automatically and in accor- 
dance with a predetermined start storing setting, predetermined at least one 
application program, configuration information and device-specific settings 
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contained in the workstation into a backup unit in the information system, as- 
sociating them with an identifier of the workstation. 

12. A computer program loadable into a memory of a computer for 
controlling at least one workstation of an information system of a process con- 
trol environment, the workstation including an operating system, charac- 
terized in that the computer program comprises: 

a program code for restoring, in a predetermined restoration order, 
application programs, configuration information and device-specific settings 
associated with an identifier of another workstation from a backup unit con- 
tained in the information system to the workstation including an operating sys- 
tem in response to the fact that the workstation including an operating system 
is to become substantially similar to the other workstation as far as the 
information system is concerned, and 

a program code for executing at least one restored application pro- 
gram at the workstation which includes an operating system with configuration 
information as its input 
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